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Welcome!Welcome!Welcome!Welcome!    
Welcome to the first issue of our informative newsletter, with 
information about all the latest developments in identity theft 
prevention, e-discovery, document and data management, and 
every useful tip & trick we come across (there are many!) 
for ensuring information security, data integrity, regulations 
compliance and cost-effective data management.  

We promise that the newsletter will not come too often and clutter 
up your mailbox, and that we will never give, sell or disclose your 
email address to anyone.  We think you'll find our free publication 
extremely useful and interesting, but if for any reason you'd rather 
not receive it, simply reply to this email and let us know.  Thanks!  

Now, on to the good part.  =) 

 

NewsNewsNewsNews  

Krypton had an article published recently in The Downriver 
Connection, with important advice for business owners on 
recognizing the risks of information theft and loss!  You can click 
here to read the issue for free online [pdf].  

Also, our FREE INFORMATIONAL SEMINAR is coming up -- 
This is an essential experience for anyone with a need or a desire 
to know more about Identity Theft and Electronic Discovery.  New 
regulations governing both are facing businesses - even small 
ones - with potentially disastrous fines and penalties.  Krypton's 
I.D. Theft expert and top business attorney team up to give you the 
news, the inside scoop, and the tips you need to know for painless 
implementation of the regulations that matter to your business.  
Plus, we'll review all our best security tips for home and business 
users, AND you'll get free information on keeping your computer 
secure, including a CD of free software for nearly effortless 
protection!  The seminar is November 15, 2006, from 4:00 - 6:00 
p.m. at the Flat Rock Public Library, 25500 Gibraltar Road, Flat 
Rock MI.  Registration is suggested, as space is limited, but not 



required.  There'll even be cookies.  =)  

 

Security Tip of the Security Tip of the Security Tip of the Security Tip of the 

MonthMonthMonthMonth  

This month's security tip is known in "the Industry" as Least 
Required Access.  It's a simple concept, but it's worth billions.  
The idea is simply that even people who have access to 
confidential data should only have access to as much confidential 
data as they need right now.  

A scary and classic example of not following this rule is the recent 
massive loss of personal information from the Veterans' 
Administration.  How did this happen?  Well, an employee took a 
laptop home to work on a few files -- sounds reasonable enough.  
But if the employee only needed a few files, then why was the 
laptop loaded up with twenty-six million patient records?  If the VA 
had been paying attention to Least Required Access, that massive 
breach might have only affected a few people!  

And if that's not compelling enough, consider the numbers on 
another recent case:  An employee of a hospital collection agency 
lost a few disks that he had in his computer bag, compromising the 
names and social security numbers of 260,000 hospital patients.  
(Why exactly did he need to have 260,000 records on his person?)  
Now the hospital and agency face up to $5,000 per person in 
penalties.  Think how much less devastating that loss would have 
been if this business had a system in place to provide access to 
only the records that an employee needed!  (Even better, they 
should have implemented the other basic security measures of 
passwording and secure storage, but we'll get into those in another 
issue!)  

 

The Scoop on FACTAThe Scoop on FACTAThe Scoop on FACTAThe Scoop on FACTA  

The Fair and Accurate Credit Transactions Act of 2003 poses 
many restrictions on businesses and can carry very heavy fines.  
Here's a summary of the basic points; you can read a full, 
annotated version of the regulations at the Consumer Law website.  

Consumers may dispute charges as identity-theft related, and if 
they do, no action can be taken against their credit until the dispute 
is resolved;  



All credit and debit card numbers must be truncated (not shown 
completely) on receipts;  

Consumers can prohibit the sharing of personal information for 
marketing purposes;  

Additional, stricter limits are placed on the sharing of medical 
information;  

Businesses must retain information about each transaction, and 
provide it in a timely fashion if consumers need it.  

...If you have any questions about FACTA or other regulations, or 
would like to hear more about how our company can help yours to 
get and stay on top of the changing informational climate, make 
sure to check out the information on our website, or contact us 
however you find convenient.  Thanks and have a wonderful 
month!  

 

Content of The Krypton Edge is copyright (c) 2006 Krypton Document Solutions, except where otherwise noted, and is freely 
available for private noncommercial use.  Feel free to forward this message (in its entirety, please) to anyone whom you think would 

find the information useful!  
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